Yoxall St Peter's C of E Primary School {
Online safety procedures _

This e-Safety Procedures/guidance is part of a group of ICT security and Child
Protection guidance documents and JTMAT policies and as well as other relevant
documents. Please read in conjunction with Teaching and Learning, ICT security
file and relevant documentation, (ICT security, acceptable use - staff and
pupils), child protection and anti-bullying, DSE, Staff discipline and code of
conduct, community acceptable use, publication scheme, freedom of information,
data protection and critical incidents as well as relevant risk assessments.

The school's e-Safety officers are the Designated, Deputy designated and
designated Governor Child Protection Officers. The purpose of this and relevant
ICT and acceptable use policies are to protect the integrity of the system and all
its users. Yoxall Primary School will endeavour to provide a safe and secure
environment for its users. However, we cannot guarantee complete safety from
inappropriate material. The responsibility must lie with individuals to use ICT ina
safe, sensible and responsible way. All users who access school ICT systems /
website / VLE will be expected to sign an Acceptable Use Procedures/guidance
before being provided with access to school systems.

E-Safety encompasses Internet technologies and electronic communications such as
mobile phones and wireless technology. It highlights the need to educate children
and young people about the benefits and risks of using new technology and provides
safeguards and awareness for users to enable them to control their online
experiences. The purpose of Internet use in school is to raise educational standards,
to promote pupil achievement, to prepare the children for the world of work, to
support the professional work of staff and to enhance the school's management
information and administration systems.

Internet use is part of the statutory curriculum and a necessary tool for learning.
It is an essential element in 21st century life for education, business and social
interaction. Access to the Internet is therefore an entitlement for pupils who show
a responsible and mature approach to its use. Our school has a duty to provide pupils
with quality Internet access.

Pupils will use the internet outside school and will need to learn how to evaluate
Internet information and to take care of their own safety and security.
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Benefits of using the Internet in education include:

* access to world-wide educational resources including museums and art galleries;
+ inclusion in the National Education Network which connects all UK schools;

+ educational and cultural exchanges between pupils world-wide;

* access to experts in many fields for pupils and staff;

* professional development for staff through access o national developments,
educational materials and effective curriculum practice;

+ collaboration across support services and professional associations; improved
access to technical support including remote management of networks and automatic
system updaftes:;

+ exchange of curriculum and administration data with the Local Authority and
DCSF; access to learning wherever and whenever convenient.

How Yoxall Primary School will ensure our Internet use is safe:

* The school Internet access will be designed expressly for pupil use and includes
filtering appropriate to the age of pupils.

* Pupils will be taught what Internet use is acceptable and what is not and given
clear objectives for Internet use.

* Internet access will be planned carefully to enrich and extend learning activities.

+ Staff should guide pupils in on-line activities that will support learning outcomes
planned for the pupils' age and maturity.

* Pupils will be educated in the effective use of the Internet in research, including
the skills of knowledge location, retrieval, and evaluation.

* The school will maintain a current record of all staff and pupils who are granted
Internet access. All staff read and sign the 'Acceptable ICT Use Agreement’ at the
beginning of each academic year. Annually, parents are informed that pupils will be
provided with supervised internet access and are asked to sign and return a consent
form for pupil access. Any parents who do not provide permission are recorded and
other opportunities are provided for these children. (Often parents are happy for
pupils to have access as long as it meets the above requirements)

* If staff or pupils discover unsuitable sites, the URL (address), time, content must
be reported to the DSL/DDSL who will investigate.

+ School will ensure that the use of internet derived materials by pupils and staff
complies with copyright law. Pupils are taught to be critically aware of the materials
they are shown and how to validate information before accepting its accuracy.

E-mail

* Pupils may only use approved e-mail accounts on the school system.

* Pupils must immediately tell a teacher if they receive offensive e-mail.
* Pupils must not reveal personal details of themselves or others in e-mail
communication or arrange to meet anyone.

* Access in school to external personal e-mail accounts may be blocked.
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* E-mail sent to external organisations should be written carefully in the same way
as any correspondence going out from the school.
* The forwarding of chain letters is not permitted.

Social Networking (please read in conjunction with staff code of conduct)

+ We block/filter access to social networking sites and newsgroups unless a specific
use is approved.

* Curriculum lessons cover all aspects of staying safe online.

* Pupils are advised never to give out personal details of any kind which may identify
them or their location.

* Pupils are advised not to place personal photos on any social network space.

* Pupils are advised on security and encouraged fo set passwords, deny access to
unknown individuals, and instructed how to block unwanted communications.

* Pupils should be encouraged to invite known friends only and deny access to others.
* Parents are reminded that any photographs they take of events are for their own
personal use and not to be used on social networks. (If permitted)

Monitoring and filtering

The school will work in partnership with the Local Authority, The John Taylor Multi-
Academy Trust and the Internet Service Provider to ensure filtering systems
(Netsweep) are as effective as possible. Systems are regularly monitored monthly
basis by the DSL or the DDSL in their absence using Securus software.

Video Conferencing

* IP videoconferencing uses the educational broadband network to ensure quality of
service and security rather than the Internet.

+ Videoconference calls are planned and let by teaching staff and pupils never hold
video conferencing independently.

+ Videoconferencing will be appropriately supervised for the pupils’ age.

Managing Emerging Technologies

* Emerging technologies will be examined for educational benefit and a risk
assessment will be carried out before use in school is allowed.

* Mobile phones will not be used for personal use during lessons or formal school
time. The sending of abusive or inappropriate text messages is forbidden and will be
dealt with through our behaviour guidelines and behaviour principles statement if
outside school.

* Mobile devices will be stored away and only used in areas where there are no
children. Mobile phones may be used in extreme emergency circumstances when it is
not possible to use the school land lines.

Published Content and the School Web Site
« The contact details on the Web site should be the school address, e-mail, and
telephone number. Staff or pupils' personal information is not published.
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* Staff ensure that content is accurate and appropriate.

Publishing Pupils’ Images and Work

* Photographs that include pupils will be selected carefully.

* Pupils’ full names will not be used anywhere on the Web site or Blog in association
with photographs.

* Annually, parents are informed that we take photographic evidence of school life
which may be used on the website or Twitter. They are asked to sign and return a
consent form for pupil access. Any parents who do not provide permission are
recorded and these children’'s photographs are not published

Information System Security

* School ICT systems capacity and security will be reviewed regularly.
* Virus protection will be installed and updated regularly.

* Security strategies will be discussed with the Trust.

Protecting Personal Data
Personal data will be recorded, processed, tfransferred, and made available according
to the Data Protection Act.

Assessing Risks

* The school will take all reasonable precautions o prevent access to inappropriate
material. However, due to the international scale and linked Internet content, it is
not possible to guarantee that unsuitable material will never appear on a school
computer. Neither the school nor the trust or Staffordshire Council can accept
liability for the material accessed, or any consequences of Internet access.

* The school audits ICT use to establish if the e-safety procedures/guidance is
adequate, and that the implementation of the e safety procedures/quidance is
appropriate.

Handling e-safety Complaints

+ Complaints of Internet misuse will be dealt with by the DSL or DDSL.

* Any complaint about staff misuse must be referred to the Headteacher or Chair
of Governors.

+ Complaints of a child protection nature must be dealt with in accordance with
school child protection procedures.

* Pupils and parents will be informed of the complaint’'s procedure.

Communication of Procedures/guidance Pupils
* Rules for Internet access will be shared with all pupils / in all classrooms.
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* Pupils will be informed verbally of the procedures/guidance and taught what
Internet use is acceptable and what is not and given clear objectives for Internet
use. Pupils are informed that Internet use is monitored. Staff

+ All staff will be given the school e-Safety procedures/guidance annually and its
importance is explained. Staff should be aware that Internet traffic can be
monitored and ftraced to the individual user. Discretion and professional conduct is
essential.

+ Staff receive Cyber-Bullying training annually.

* Parents’ attention will be drawn to the school e-safety procedures/guidance in
newsletters, the school prospectus, the school website and via the JTMAT policies
link https://jtmat.co.uk/privacy/policies/
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